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1. EX®E/ TRS File Monitor
1.1 Z*4E TRS File Monitor

EERER N RV ER S LR IR S WA o BEEEE o Bl IER]ZE -

ZHERTh% - BLEERETE 0 TRS File Monitor TE=0EE) -
@ s - & 0O O B B W NaE- =a8- .
€ > v » TRS File Manitor
== B EoGE: £ *i
~ RETR
B [%] ChkTRSFileMonitor 2022/2/15 T 01:28 indows #INER 1 KB
M EE »
FileManitar : AnAAE tax T nna e O e anazup
J T rs Information *
= Readme B
=re » _ ) L
D TRS_TEMP.1 1 TRS F_|Ie M_Dmtor |_n5ta||ed successfully:CAUsers\TRS\Desktoph\TRS File B
=i » Y MonitoriFileMonitor.exe
[7] TRS_TEMPA B
System32
[] TRS_TEMPK p— B
O =
[7] TRS_TEMP.TMP VLTSI T UBSE IVIF S TKE
P - :
. TRSFileService 2021,/2/5 FF 0315 EFER 914 KB
Som-TES _ _
= TRSMsg 2020/10/8 T 03:17 ERER 911 KB
> @ OneDrive [F] TRSWebSite 2021/1/19 £5 11:08 indows #E37EE 2 KB
> Bl R

1.2 HEIIAB®E

LRI - B REAE IR RS HRiFAR T vERIIA B 28 (R TFEHE A

T T oHE - = &5 -
(Efalsk: mE
2022/2/15 T 01:28 Windows #tIEE

.

Yes to All

1KB

X

Insert you trust program from Task Manager to TRS White List? C\Windows'\System32\smss.exe

® g - & 0 B =
€ > v » TRS File Monitor
2 .
v HEER
_ [Z] ChkTRSFileManitar
o =E »
[Z] File| Waming
+ T »
Filel
= T »
D Rea
L= »
[ TrRe
System3z2
[] TRS_TEMPA
==
% [] TRS_TEMP.K
BRI
[] TRS_TEMP.TMP
EOT-TTER - ) ;
. TRSFileService
> & OneDrive TRSMsg
[E] TRSWebSite

> Il Fi

1% 1-Yes : (RIS & TAVREZE -

F#§H-No : {REEEH B e T iEE
Fz§-Abort : = EHEHE -

2020/9/13 FF02:21

2020/9/13 T 02:21

BEMABBE -

FERAAL A -

T §i-Yes to All - 2ER AN A (758 HY) -
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1.3 ErEHE
FHINL2IEEY  KiEE(Yes to All] > HIFE EIREHIER FHIERE -

Insert you trust program to TRS White List?
l\ ChWindows\SysWOwWed\cmd.exe

1.4 SBHAE
EH L2 IHE S RBEEEE Yes to All] > JRAHIBELIR MYIERE
TRS File Monitor =5 (HHIEI A ¥l T Ry i B N T IR LA » MRz e A8 E ekl -

& TRS File Monitor

Ransomware behavior is detected.
If the program vou trust is closed, it is strongly
recommended to add to the [TES White List].

Opening [TES Isolation] can help vou restore
deleted programs.

) g I;? ) i T 04016 D

2022/6/28

1.5 TRS File Monitor #E{EEH

TRS File Monitor JXar SRAESEHTT > WA ZE(EAHEIRIE - o) LRSI EGHE R > QAT E R
RIE RIS - 60 A HeAthd TR

o (@]

5 09:28
R @l & S
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TRS File Manitor - Anti Ransomware — u %

I . .
|:}@ TRS File Monitor
‘;, Uninstall ‘ # stop ‘ (] White List | &, Verification | 1 Isolation ‘ 13 Hide KAbout ‘

The system window is triggered, User= Domain'=, ExePath'=, Pracess|D:=0

202216128 T4 04:14:47=Modifiltem-C-\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft YourPhone_1 22042 168.0_x64_ 8wekyb3d8bbwe'\ActivationStore dat
202216128 T4 04:14:47=Modifiltem:C:\ProgramData\MicrosoftiWindows\AppRepository\Packages\Microsoft YourPhone_1.22042.168.0_x64  8wekyb3d8bbwe'\ActivationStore dat
2022/6/28 T4 04:14.47=Deleteltem.C.\ProgramData\regid. 1991-06 .com.microsoftiregid. 1991-06.com.microsoft_Windows-10-Pro.swidtag

2022/6/28 - 04:14:47>Modifiltem:C-\ProgramData'regid. 1991-06.com.microsoftiregid. 1991-06.com.microsoft_Windows-10-Pro.swidtag

202216128 T4 04:14:47=Modifittem:C:\Windows\Prefetch\CMD EXE-6D6290C5 pf

202216128 T4 04:14:47=Modifitem:C\Windows\Prefetch\CMD.EXE-6D6290C5_pf

202216/28 T4~ 04:14:47=Modifiltem:C:\Windows\Prefetch\CONHOST.EXE-0CB456FB pf

2022/6/28 F 41 04:14:48>Modifiltem:C:\Windows\Prefetch\ CONHOST.EXE-0CB456FB pf

202216128 T4 04:14:56=Modifiltem-C-\Users\TRS\AppData\L ocal\MicrosoftiPenWorkspace\DiscoverCacheData dat

202216128 T4 04:14:56=Modifiltem:C:\Users\TRS\AppDatalLocalMicrosoftiPenWorkspace\DiscoverCacheData dat

2022/6/28 T4~ 04:14:57=Modifiltem:C:\Windows\Prefetch\SVCHOST.EXE-852ECS587 pf

2022/6/28 F 41 04:14:57>Modifiltem:C:\Windows\Prefetch\SVCHOST.EXE-852EC587 pf

202216128 T4 04:14:57=Modifittem:C-\Windows\Prefetch\iSVCHOSTEXE-73D024B2 pf l xl
202216128 T4 04:14:57=Modifiltem:C\Windows\Prefetch\SVCHOST EXE-73D024B2 pf
2022/6/28 T4~ 04:14:57=Modifitem:C:\Windows\PrefetchiRUNTIMEBROKER .EXE-23BE#922
2022/6/28 F 41 04:14:57>Modifiltem:C:\Windows\PrefetchiRUNTIMEBROKER.EXE -2 92 pf

202216128 T4 04:15:09=CreateFolder-C-\Users\TRS\AppData'lL ocal\Packages\Mici u e&ﬁaﬁ:&we@bbwe\mca\Cache'\Microsoft\MSTeams\EBWebView\Defauh\bgbf6d07-2fb0-4553-t
202216128 T4 04:15:47=Modifiltem:C:\ProgramData\MicrosoftiWindows\AppReposittryiPackagesiMicrosoft MicrosoftOfficeHub_18.2205.1091.0_x64_ 8wekyb3d8bbwe'ActivationStore dat
2022/6/28 T4 04:15:47=Modifiltem:C\Users\TRS\AppData\Local\Packages\Microsoft MicrosoftOfficeHub_8wekyb3d8bbwe\Settingsisettings.dat

2022/6/28 T4 04:16:01=Modifiltem:C-\ProgramData\McAfee!WebAdvisoriUIManager.dillog_003500610001.xt

202216128 T4 04:16:01=Modifitem-C-\ProgramData\McAfeeWebAdvisoriUIManager dilog_003500610001 txt

202216128 T 4 04:16:48=Modifiltem:C:\ProgramData\McAfee\WebAdvisoriUIManager dillog_003500610001 txt

2022/6/28 T4 04:16:53=Modifiltem:C:\ProgramData\McAfee\WebAdvisor\UIManager.dillog_003500610001.txt

2022/6/28 T4 04:16:53=RenameFolder.C:\Users\TRS\Desktop'TRS File Monitor'TRS_TEMP.A, C-\Users\TRS\Deskiop'TRS File MonitoriTRS_TEMP.C

202216128 T4 04:16:53=RenameFile:C-\Users\TRS\Desktop'\TRS File Monitor'TRS_TEMP.C C-\Users\TRS\Desktop'TRS File MonitorlTRS_TEMP A

20226128 T4 04:16:55=Modifiltem:C:\ProgramData\McAfee\WebAdvisoriUIManager dillog_003500610001 txt

2022/6/28 T4 04:16:55=Modifiltem:C\Users\TRS\Desktop\TRS File Monitor\TRS_Whitelist.ini

2022/6/28 T4 04:16:57>Modifiltem:C-\ProgramData\McAfee!WebAdvisor\UIManager.dillog_003500610001.xt

2. TRS File Monitor $5HIHEE
2.1 HIFEFEZC-Uninstall
BLEES% - BIEIEGEAE -

@ TRS File Monitor - Anti Ransomware - a *

I;rlﬁ TRS File Monitor

g Uninstall ¥ stop ) White List

&, Verification

fi Isolation ‘ ) Hide

& About ‘

The system window is triggered, User= Domain= ExePath=_Process|D:=0

2.2 {5 ({8 H]-Stop
RS Z o BRI 00 -

[ R< File Maniter - Anti Ransarmware - o X
Iz . .
|:|@ TRS File Monitor
— . " . . [ . . . o
g Uninstall ﬂ Stop &l White List | %, Verification fi Isolation ‘ ) Hide & About ‘
The system window is triggered, User= Domain= ExePath=_Process|D:=0

2.3 H#4EE-White List

[ TRe File Manitor - Anti Ransemware - o X
17 . .
& TRS File Monitor
— . " . . . . . . o
g Uninstall ‘ E‘ Stop £ White List | 2, Verification {ii Isolation F Hide ‘ & About ‘
The system window is triggered, User= _Domain:=, ExePath:= Process|D:=0
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LU =52 UALAERR) iTRHE R UM 5 #4588 - DU TRS File Monitor 32K » N5 EEHE

B B AT R B R Rt -
TRS White List | = | o =

|;r|/ﬁ TRS White List

¥ Insert ‘ i Delete ‘ 1= Find ”Flnd

Program E

v Detect program is installed

TRS wWhite List]
DATRS File Monitorifilernonitor exe=ok
ciindows\System32ismss. exe=ok

m | >

ciwindowstSystem32icsrss exe=ok p—
CvindowsiSystem3 2uwininit exe=ok -
ciwindowsiSystem32hwinlogon exe=ok ——
civindowstSystern3 2iservices exe=ok 4
ciwindowstSystern32isass exe=ok /
i iindowstSystemn3 2isvchost exe=ok —

iciwindows\System32dwm exe=ok

ciwindowsiMicrosoft NET\FrameworkB4iv4 .0 3031 ASMSvcHost exe=ok
c\Program Files (86 )iMicrosoft SGIL Server80tSharedisglbrowser exe=ok
ciwindows\System32itintsvr exe=ok

cindowshexplorer exe=ok

< 1

2.3.1 R LIFEE A TIAEHE
TRS File Monitor &t T{FEHE B HEVE > BEFEINABZE -

|

2.3.2 {H BRI IIAFER
{5 P& TR R RS B R B R AU A B 2 5

2

2.3.3 {EHEA Ay r SR P A A 4 B
TRS File Monitor & o] 5EF2 040 $% 22 TRS_Readme.txt H1 - {1 FHE BEEELL5T - =I0A

WAL Ry T EERE A 2 (FEVER - Il BB R G EMA T REZE -

Warning

fEf-Yes  {REGGHE R E THVESR - BEINMAOKE -
f#-No - AREEEHE R E FHUER - BEAMATHKE
Y751 -Abort : %%Eﬁ%h °

FEiM-Yes to All : = ETHIA (R EEREI5EHY) -

>

Insert you trust program from TR5_Readme(Suspected behavior records) ta TRS White List?
l AN ChUsers\TRS\AppDatatLocal\MicrosoftyOneDrive\OneDrive.exe

Mo ‘ Abort | Yes to All
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2.4 WHRGEREE-Verification
TRS File Monitor $2{f:% AJE# ROP ZRGHIBREG(EA - AT (F FHRERBRGTIRE I D3 -

[ TR File Monitor - Anti Ransormware

I;rj@ TRS File Monitor

i;, Uninstall ‘ E‘ Stop

White List || &, Verification {ii Isolation F Hide

& About ‘

The system window is triggered, User= _Domain:=, ExePath:= Process|D:=0

241 BEEREES
RhEEHHE > PR N ARPIE AR RS A E R o DU S il A

T R T
r@ . .
[ 14 TRS Verification Key
¥iInsert ‘ *iDelete ‘ 1=} Find ||Find

[Client Key

I~ Verify Client Key

TRS File Maonitor X

9C-EB-EB-CC-AF-47053A51D393

242 FAREEAGEREE
gl E %2 TRS File Monitor B B AG EREETIRE (KLOWE) - HEAUHELR 2 (&R £
PRERTE 25T - o A Es ERAETST T isas - B nlEy -

TRS Verification Key - | o [
I . .
|:_|@ TRS Verification Key
+iInsert ‘ *i Delete ‘ 1=} Find ||F|nd
[Client Key

¥ Verify Client Key

[TRS verification Key] A
00-50-56-C0-00-010SA8F8177=0k
00-15-50-BC-B2-62A00A9A92=0k
00-0E-C8-BY-AB-EEQSSCO3CBS9=0k
00-E0-4C-33-07-FFOS4666E6D0=0k
2C-56-DC-72-75-E9Windows20BB0982=0k
34-97-F6-83-92-35Windows BSETC346=0k
34-97-F6-82-D7-1 EWindows 78DE73AA=0k
AB-A1-60-4F-D3-3BFB182293=0k
00-50-56-C0-00-0805A8F981 77=0k
04-D9-F5-B-10-CO0STECSFABG=0k
00-0C-29-FC-B8-6ATRSBE0CE788F=0k
BC-AE-CB0-A4-4C-39-06-0360EB27DE=0k
38-00-25-3C-02-D00S4666E6 D0=0k

HHE RS UIIEERTA > BHENLTE 8



243 ELEEEEETS
o F & A 245 TRS File Monitor > AREAR 22 380 4% - bR T 75 AR RDP 4R 7 (i
FIEMRESN » /AR S b gL AN - A o] B A i2is 4% -

7

——-

Please enter TRS verification random key

+ OK X CANCEL

2.5 [F&EE-Isolation
B IEFREA TSRS T Bl > B T RES 2 IEEEE - DACREE S FEIRR

[ TRe File Manitor - Anti Ransemware - o
17 . .
|:|@ TRS File Monitor
" . . . . . . o
iﬂ’ Uninstall ‘ E‘ Stop Bl White List | %, Verification {ii Isolation F Hide & About ‘
The system window is triggered, User= _Domain:=, ExePath:= Process|D:=0

2.5.1 1B -Restore
# (B ERVRE I 2 fEaE S ENE A TS > T bREEE R - 220K B Ehhn
ABE - MGRAFEEE B AR 2RSS -
2.5.2 fHEpfE=C-Delete
b HI P SRR 2 > P BEEEAA TRS File Monitor ez 22 -

TRS Isolatlon O =

£f. TRS Isolation

T Delete Restore | (I Refresh

vc.exe,Path:C\Users\TRS\Desktop\TRS File Monitor\TRSBackupllsolation\CAWindows\System32\DriverStore

ntelCpHDCPSyc.exe, Path:CAWindows\System32\DriverStore\FileRepositoryliigd_dch.inf_amd64_22¢2¢7607

CreateTime:2022/06/28.15:53:37 Prograrn:ammsve.exe, Path CillserstTRS\DesktoplTRS File Monitor TRSBackuptlsolath
CreateTime:2022/06/28,15:53:37 Program:AsHidSrvE4 exe Path:CilUsers\ TRS\Desktopt TRS File Monitor TRSBackup!ls
CreateTime:2022/06/28.15:53:37. Program:As LdrSrvi 4 auprleemeOSy U sersiTRS\Desktop\ TR S File MonitonTRSBackuphls
CreateTime:2022/06/28,16:53:37. Program AsusAy j Tk M) UsersiTRS Desktoph TRS File Monitor TRSBack
CreateTime:2022/06/28,15:53:37. Program:Asus Lin o Tag Wg

1
1
1
1

CreateTime:2022/06/28,16:53:37. Program AsusLjghH
CreateTime:2022/06/28.15:53:37. Program:Asus S bl th:ChUsers\TRS DesktoptTRS File Monitor TR
CreateTime:2022/06/28.15 53:37. Program:igixCU Bervice de a‘rh C\ rsfTRS W DesktopiTRS File MonitorTRSBacku;
CreateTime:2022/06/28,16:53:37. Program:IntelCpHeciSye exe, Path:ChUsers\TR S\ Desktopi TRS File Monitor TRSBacke

: 106/28.15 Rl El Ntel CpHDCPSye exe Path:CAU sers\TRS\DesktopATR S File MonitonTRSEac

AUserstTRS\DesktophTRS File MonitorTRSBacl

HHE RS UIIEERTA > BHENLTE 9



2.6 [A|FES={F5E-Hide
{5 FHI &5 22258k TRS File Monitor JR5 1 - AJHLEE Hide » SR Z([RIEIRr RAFSE - IEENFILAR
BT -

[ TR File Monitor - Anti Ransormware - a

4 TRS File Monitor

g Uninstall E‘ Stop White List | &, Verification

{ii Isolation F Hide & About

The system window is triggered, User= _Domain:=, ExePath:= Process|D:=0

2.7 & -About
TRS File Monitor IR AE G AL HE » T2 A BRI E T & REoiThiAs -

% TRS File Monitor - Anti Ransomware - a X

4 TRS File Monitor

g3 Uninstall # stop ) White List | &, Verification | i Tsolation 3 Hide & About

The system window is triggered, User= _Domain:=, ExePath:= Process|D:=0

2.7.1 RRACEER
B A AR RemefhiAS - R Bk R iE - HANE G Ryarl FHRIER R E -

Information -

:] TRS File Monitor has a new version: 2.3.0.0

About ¥

ﬂ TRS File Monitor

= |

Version: 2.4.0.0 (Trial) 90 days |

Copyright: Team Rise System Co.. Ltd. f

| = | Mail TRS Readme.txt to us

. https: /fwww.teamrise. com. tw/trsfilemonitor/

Purpose(Anti Ransomware): |
. Prevent ransomware encrypt file names or contents. |
. Prevent ransomware modify BCD (Boot Configuratio: | |
- Prevent beforehand instead of anti-decryption afterwa |
. Protect vour computer when the operating system boc

. Suitable for all windows os.

. Free trial software for 90 days.

| You can pay for the "Official Use Authorization Letter'

[

HHE RS UIIEERTA > BHENLTE 10



2.7.2 [#EX TRS File Monitor 528 B3¢
T EEEEAE N AR JTAE o RE DL S MR AR A 2 i R R R AT

About e

@ TRS File Monitor

Version: 2.4.0.0 (Trial) 90 days |

Copyright: Team Rise System Co.. Ltd. !

| = | Mail TRS Readme.txt to us

. hitps: //www.teamrise.com.tw/trsfilemonitor/

| Purpose(Anti Ransomware): _
. Prevent ransomware encrypt file names or contents. |
. Prevent ransomware modify BCD (Boot Configuratior | |
. Prevent beforehand instead of anti-decryption afterwa |
. Protect your computer when the operating system boc

. Suitable for all windows os.

| 6. Free trial software for 20 days.

| You can pay for the "Official Use Authorization Letter'

b =

O L e L

2.7.3 (MRS
TRS File Monitor 6 50 $F FE1EHLES A BEMURAT 2 REFFIRR - PTHALIESIAE % B »
FEft1R EIBHE -
About X

lﬁ TRS File Monitor

Version: 2.4.0.0 (Trial) 90 days

Copyright: Team Rise System Co.. Ltd.

= || Mail TRS Readme.txt to us

. https: /Awww.teamrise. com.tw/trsfilemonitor/

Purpose(Anti Ransomware): |
_ Prevent ransomware encrypt file names or contents. |
. Prevent ransomware modify BCD (Boot Configuratics | |
. Prevent beforehand instead of anti-decryption afterwa |
. Protect vour computer when the operating system boc

. Suitable for all windows os.

. Free trial software for 90 days.

| You can pay for the "Official Use Authorization Letter'

[ R A P R
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2.7.4

HHEE R IEERTA

| TRS_Readme - T=%
B\EF =|EE 0) W&V =@

=

022/6/28 T4 0
JDoma i LAPTOP -SHRALKAD, ExePath:=C:
Doumain:=LAPTOP-SHRAAEAD, ExePath:=C:
"Doma in :=LAPTOP-SHRARKAD, ExePathi=C:
JDoma i LAPTOF -SHRALKAD , ExePath:=C:
JDoumain:=LAPTOP-SHRAAKAD, ExePath:=C:\Users\TRS‘\Dezktoph
JDoma i LAPTOP -SHRALKAD, ExePath:=C:‘Program Files (x86
Doma i LAPTOP -SHRAGKAD, ExePath:=C:'\Program Files (x86
,Doma in:=LAPTOP-SMRAAKAD, ExePath:=C:\Proeranm Files (x86
JDoma i LAPTOP -SHRABKAD, ExePath:=C:'‘Program Files (x86
JDoumain:=LAPTOP-SHRAAKAD, ExePath:=C:\Program Files (x86
JDoma i LAPTOP -SHRAAEAD, ExePath:=C:
Doma i LAPTOP -SHRABKAD, ExePath:=C:'\Program Files
,Doma in:=LAPTOP-SMRAAKAD, ExePath:=C:\Prozram Files (x86
JDoma i LAPTOP -SHRAGKAD, ExePath:=C:'‘Program Files (x86
JDoumain:=LAPTOP-SHRAAKAD, ExePath:=C:\Program Files (x84
JDoma i LAPTOP -SHRAMEAD, ExePath:=C:‘Program Files (x86
Doma i LAPTOP -SHRABKAD, ExePath:=C:'\Program Files (x86
JDomain:=LAPTOP-SHRAAKAD, ExePath:jg:\PrOgram Files (x50

ser:=TRS :=LAPTOP -SHRASKAD , ExePath SProgram Files (x86

3:26=Deletel tem:C: \Uzer=\TRS\hppDatatlocalificrosoftiOnelrivel logsiPersonal iSyncEngine-2022-06-28.0608.8744.2. 0d]
A\UzersiTRSAVAppDataiLocal\MicrosofthOnelrive \Onelrive.exe,
“Program Files (x86)\Googzle\Chrome\bpplicationtchrome.exe, Procesz[D
YProgran Files (x86)VGoozle\Chromelhpplicationichrome.exe, Process[D
Vlzers\TRS\DesktophTRS File Monitorhexcel.exe,
ver2.3,0.0%excel. exe, ProceszIDi=1384, 0-ExePathl=
)\Google\Chrome\Appl1cat10n\chrome exe, ProcessID
1WGoogle\Chrometdpplicationichrome.exe, ProcessID
JWGoozle\Chromelhpplication\chrome.exe, Process[D
V\Google\Chrometdpplicationichrome.exe, ProcessID
NMGoogle\Chrometdpplicationichrome.exe, Procesz[D
‘\Program F1les\mcafee\WebAdvlsor\browserhost exe, ProcessID:=2776, 0- ExePathl:C MlindowsiSysten32hc
86 \Goog le\Chrome'\hpplicationtchrone.exe, Process ]

J¥Goozle\Chromeihpplication\chrome.exe, Process[D
V\Google\Chrometdpplicationichrome.exe, ProcessID
NGoogle\Chromehdpplicationichrome.exe, Process[D
V3GoogletChrometdpplicationichrome.exe, ProcessID
VWGoogle\Chrometdpplicationichrome.exe, ProcessI[D
1Google Chromehhpplicationtchrome.exe, ProcessID

ProcessID:=12524, 0-ExePathl=

1 0-ExePathl=C:\Progran F
0-ExePathl=C:\Prozran
ProcessID:=88380, 0- ExePathl:C Wlzers\TRS\DesktopTES

. 0-ExePathl=C:‘Progran
, 0-ExePathl=C:‘Progran
. 0-ExePathl=C:\Progran

3 0-ExePath1=C:'‘Prozgram
092, 0-ExePathl=C:\Program F

344, 0-ExePathl=C:‘Program F

16, 0-ExePathl=C:\Program Fi

J\Goos le\Thromehipplicationtchrome exa. Process(Di=2344, 0-ExePathl=C:\Windowsie
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About *

| ]:% TRS File Monitor

| Version: 2.4.0.0 (Trial) 90 days

1 Copyright: Team Rise System Co., Ltd.

Mail TRS Readme.ixt to us

= |

| https: //www.teamrise.com.tw/trsfilemonitor/

Information

| Purpose{Anti Ransomware):

1. Prevent ransomware encrypt file names or contents.
2. Prevent ransomware modify BCD (Boot Configuratio:
| 3- Prevent beforehand instead of anti-decryption afterwa
{ 4. Protect your computer when the operating system boc
| 5. Suitable for all windows os.

| 6. Free trial software for 90 days.

| You can pay for the "Official Use Authorization Letter'
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3. R

3.1 B EEZ2AE TRS File Monitor ?

® DUREIANEMGHE S REAS B STk - BEFHTE 2Bk A 3 B B 2 R A
SEFHERY Ransomware ©
{EET AT %€ Ransomware 17 Fsllf » S I 2 HRSCIHFEME R & -
P85 HY T B B 4 B R AE 2217 By > BIBE HIEE &5 Ky 7] %EHY Ransomware ©
THIJ3 Ransomware {1 BCD(ELEAHRE & R}E)

® 3% RDP(li s A 4R ) 26— g [ -
3.2 TRS File Monitor f2 &zl FHRR B[ by 7 72 52 o

ThRE = envatlin (TR
AT RIT B v v
B AR X v
FEUER X v (FF403.21)
S X Y
{55 AR 90 K FEH
FemRESHRAERA  EZERAENZ e > MREEAEEE > B SREE -

3.3 ME AR S - 4% TRS File Monitor [HE - [T 234 A NEFZA4E o

® Jji> White List H %;H1/)%E [Detect Program is installed] » ANZEGS AR, » (H Ry T 22 MEZeds
F2=1% » E015-4)7% 0] [Detect Program is installed]

TRS White List — | o [
F4 TRS White List
i Insert | +iDelete ‘ =i Find ||F|nd
|Program =

# Detect program is installed

[TRS white List]

DATRS File Monitorifilemonitor exe=ok
ciwindows\System32ismss exe=ok
civindows\System32\csrss exe=ok
ciwindowsiSystem32iwininit exe=ak
civindows\System32iwinlogon.exe=ok.
ciwindows\Systerm32iservices exe=ok
civindows\System32isass exe=ok
ciwindows\System32isvchost exe=ok
civindows\System32idwm exe=ok
civwindows\Microsoft. NET\FrameworkG4iv4 03031 8iSMSvcHost exe=ok
chProgram Files (x86)\Microsoft SQL ServendMSharedisglbrowser exe=ok
ciwindowsiSystem3Zintsyr exe=ok

civwindowsiexplorer exe=ok

m| >

< m >

® T DL E FEELIEE Stop HEH (A1 2.2) > (1AM o ZAEEERTI1% o FEREISE Start PRAE(EN] -
3.4 TRS File Monitor 25001z, » BEZRIH +5 DA N #1238k Es -

Reveton ~ CryptoLocker ~ TorrentLocker ~ CryptoWall ~ KeRanger ~ RSA4096 - Mischa ~ WannaCr
ypt ~ Petya ~ Bad Rabbit ¢ - HEINEHENZREE FIEH®T -
3.5 Z7%E TRS File Monitor HYEEHSFRASERSK -

®  Microsoft Windows Server 2008 Standard [_F ({12 x86 ~ x64)
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®  Microsoft Windows 7 52 F#E[ERN DL (B S x86 ~ x64)

®  SRFUEEFARL UAC(E &R A% -
3.6 TRFIEE ﬁaﬁﬁﬁ UAC ({5 FH 1 B 47
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Step3 : L [BEHHE AR
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=EeEE @ Em=E
- D §asnran | §ehElsEs
EEIAEEEE o SZEEEES
- &) zmsus2 | ZEwindows 22
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Step4 : BREL UAC ({5 FHIR S %) - BEER (32
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Step 5 : B EFLEIWIIAEA T FELNEMI & > PN [ E]
] EREEEDEE [=[alx]

BEEREENEANRE
TEESEFEZE, IEDLITEESaESRETaEE -

EEEE HE1E me=g s Ep sl ==

—z84]
- - ReERESENEBENEREENE ARG

o EFEE Windows TR AEEHE -

0 EERAFNERENTHEATNERIEEE
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Step 6 : HIRERR EHTRNEN RN - SCEA GAER -
3.7 BV G EAEES RS - el B A HEAE?

® i E AN - B EIIAZ Sever 1Y TRS File Monitor g 5 31|57 H -
® S TRS File Monitor & T 2748E o
® &5 TRS File Monitor j& &3 {F 1IE{EH] » 5F40 2.2 Z2E7 -
® Windows 5l ] H 45 (Remote Desktop Connection)VES LS IHAE VV/E A5 » A BEfK
Client It RS BR=e » 540 3.14 FEAf -
3.8 Sever [/ %% TRS File Monitor » AR ZAAE > i A BLERAERY > A Brer H a8 Pk

[EASHE?
®  TRS File Monitor Fllfj (B X0 % - RITRFELEEEIERR % S8l E - — ELE &S > G
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RUORERZ > EEE Sever T -
® (HHFEREMEH: “Ctrl” ~ S130 ~ B 7 - S o BRIBDISMAITR BB T EE -
® i AT > EREFEREEM -
® & T hiIBrE AT USRI - 2 48EE 30 PP SEREE A 0 30 Fh R R A
SEAY 0 BB o
3.9 Windows T {E¥I[ZEAFI TRS File Monitor Icon?
® (FTHEMRAR  ZeM%E  AFEHBEAEESBIHEH -
® [HEHAES ARICEEReE - FTLUAIF L] 5 (Console Mode)fEsXTN » Z 4B 3
SHEECEE  BIgEEE] -
3.10 1% TRS File Monitor f Stop B {&2 [ BE R, A {2 |- [ (- Sl aa e ?

TR (BAE 2 AR (Multi Session) | » {ITEE(RAR; (HENREAGTIAE -
3.11 7AE B e v 4 I R A e (I (R EE THEE?

P al R B Aa 45 TR & E BN AR - BRIE N LAERRZ 4 (Uninstall) ©
3.12 Z4fia s, A (e ([ (BN ES TR ?

SIS - (VLA S REMINES | G (Console Mode) BT » AT E
IR IR A SRR -
3.13 Al e O R e T 2

o SRR NI NS LS SR - R4 1.4 =6 -
o it Al il G 2K 0 MIFkr gbeier e - AiE NI g e aE (e S RS — Ry I
AEA 2.5 FEEf
® BhEE About (Y mail [/~ A B B A BER R AT T R EARERERC S, - SEA0 2.7.3 FEAY -
3.14 B8 (Verification) &S, ST BHI T (MRS

® EFT%HE; Windows 721 £ A E 45 (Remote Desktop Connection)& A i Client IiF Bl Server
Uit Re B e, ) 1L (E P B B s - 26— B R R SR T e A B s B A e
SEA 2.4 FEEERBH

® Client IF#5 K285 TRS File Monitor > {541 FHF-#% RDC APP & A » & 5 &/l Server Iphifa
g

®  Client lfi4575 %22 TRS File Monitor IFF &7 H 815336 - A Flm AREShS - (58 LM » IR
ERLEN Server It AgRES - T 30 M H B S TR EH S AR -

®  Windows &5 [H] 45 (Remote Desktop Connection)fYES LS THEE MV/E L)% » A BEf
Client It EREE < WIE~
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7 ALT+TAB

4] EESE TR ETHNEEEEE
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® Client IFiEl Server Iighife TRS Verification Key 1] [iEHE 5 /¢ Hard Disk C:liiZHERY Label 255,
TRS Verification Key fYX—&B 57 » DABGINZ &M « WER
Stepl : B IGHT » A A4EH B 557 5EL cmd & FHE R label {H > #ii Al label
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Step2 : MiLA 2.4.1 FEHJT A FHRASHAERS

| TRS File Monitor ot

00-0E-Ce-B9-AB-130514C01580,

Stepd : L 2.4.1 FEE1 7 A\ A F IR VS
| TRS File Manitor X

00-0E-C6-B9-AB-13TEXT14C0O15E0

® Server Ui ENEREEIIAENF 5 =50 TRS Key BRI it A8 AIF » A HAKERI 22 A
HUA3 2% & TRS Verification Key © 5% 2.4.1 Z2 -

®  RDC Ef4RIFERCE BB, - AR

Stepl: JoBfRL " BRAHIMR IR RI4REESS , > B A gpeditmsc

5 0T x]
= BAET - TS DeEEEEEENEE  Windows
SEEEE -
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Step2 : FE] AHKENEIRA] / BHEEOE / ZSUEBEEEAS / Windows TTiF: / 2l 5 H S
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® ZHED
O EERD

SEHERRE [Z1.83 Windows Server 2003 fE2 %45 Windows XP Professional

£ SRAR:

P ) EERHETIL B ACTEesn SRR RE T FEER TR

PR -
148 v

TOLIEREEFEET  SEETEERNIEEE=ERELRS
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Servser IiitEfS TRS Verification Key §gzE 5 AFE ML ENRE(EHER A » DI INZE &1k -
3.15 H4a[ FH#E HY(Ctrl+C) BT HE(Ctrl+V)ZETHEE, il A Server I Em=80E?
BE

> FEERESHR L TIRG(Cerl+V) & -

WNEAE IR Server InfisE S HF - UHAZE Client U, 24 (Ctrl+C) 5 » FJHAZ Server i
3.16 Au{o[3ElE = A 4% (Remote Desktop Connection)fiHT BETHEE fiEsd?

Eic 24

= 1o

Bl BEG (Verification) el - W/HE ABREER > DURGTIREA REIE S (EH -
3.17 BHRIE AR e aR A R 2w iS, HFH

=

A2, PR R TE s (i
] 2 [FEEE (Isolation) 2 A2 =K {8 (Restore) BN O] TE & (E A > 540 2.5 ZEEfT -
3.18 ZERH IR E B BRERIIA L BRI, S R8Z AR

R TN -EET

RGN A TRIRE 2B By LHERAY > G0 & R RGOSR ARE; - HERELERE
|

AIZZUIMAGEEARH A > DU R A TB R TR R > EDR
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*
o
Insert you trust program to TRS White List? C:\Program
Files\WindowsApps\Microsaft Windowshotepad_11.2205.11.0_x4_Bw
~ kyb3dsbbwe\Notepad\Notepad.exe
=1 mis
1T E118 100% Windows (CRLF} UTF-8
3.19 #H{T Msconfig.exe {4 BEMEERIERY?
RIARE MYEREMEERY > B~
o saEE E3]
—# |Be BEm |s=m |12 |
Windows Server 2012 R2 (C\Windows) - B#iIf OS; B3 0S5

| EEEEW. EREREG )

EiEER EEEED:

mESE1TG) [ Gu BN i

[IE#LEm
IME===E3)
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HERT | x |

EEEEREF A SR THEAELEE - EF s SEEL
[TREREE  TREEFREES -

O FEEETERRED)

| EFEAR) || s=EFEsmaaco |

WARNING! from Subsystem (Windows BCD save changes? ) .

TRS File Maonitor Detected that windows BCD was changed!

Windows F#EREE

identifier {bootmgr}

device partition="Device\HarddiskVolume2
path NEFDWICROSOFT\BOOTBOOTMGRW.EFL
description Windows Boot Manager

locale zh-TW

inherit {globalsettings}

bootshutdowndisabled Yes

default {current}

resumeobject {49aa82b8-57ba-11e6-32df-a146b%4bbeef!
displayarder {eurrent}

toolsdisplayorder  {memdiag}

timeout 20

Windows BEEAE

identifier {current}

device partition=C:

path Wiindows\system32\winload efi

description Windows Server 2012 R2

locale zh-TW

inherit {bootloadersettings}

recoverysequence  {49aa82ba-57ba-11e6-92df-a146b%4bbeef}
recoveryenabled Yes

isolatedcontext Yes

allowedinmemorysettings 0x15000075

osdevice partition=C:

systemroot YWiindaows

resumeohject {49aa82b8-57ba-11e6-92df-a146b94bbeef}
nx OptOut

bootmenupolicy Legacy

hypervisorlaunchtype Auto

BE ik
I |

3.20 {FFH TRS File Monitor & &4 MR H [ ?
AT AL A R FH B B R - A & R {E (B > TRS File Monitor RS M EAa] 4% - )
JEAAEEEINEAVERR (eSS HREME et - S A SEEh R T e sk B HRER IR
) EEEREER I EE Y MNEAIR D -
3.21 el (T 1 F SRR RS RS
®  LUFHYME (3 B [ (BRI S2th)
AT EEZ YR - SRR E -
® LB (windows 3 E /REFRE T/ K RS )
1.  windows 5% 7€ :E{ 8 UAC(User Account Control)&s -
2. MEREHEH FBEALAKEHEERSA -
3. BRKORE: E R AR RS ELEEG KGIE » & ] DNS B IP K Port %5 -
® ZAETRS File Monitor-Anti Ransomware
BEET K % (port 135/139/445) » PSEXEC ~ PowerShell ~ BCD(Boot Config Database) ~ API
Hook ~ &1 & 1A 7845 (Remote Desktop Connection) ~ DOS Command(Regedit ~ WMIC...) 52
AIEEENEIT R o A RGEE -
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